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Cloudmark’s products integration
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SafetyBar and Authentication Integration

* Ul Issues
* Spoofing ISSUes
— Reputation

» Allow: all'authenticated email or give User choice?
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Authenticated Sender
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Integrating Authentication and Cloudmark

Rating

* Reputation; system for legitimate senders of emalil

* Extend to support SPFE/Sender-ID

o [Leverage same DNS based architecture of SPE/Sender-ID
» Check authentication and reputation

— Rating, Confidence and Status
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Integrating Authentication into Immunity

* Gateway challenges
— Drop messages or tag
— Only allow autnenticated?
— Override spam/fraud decision?

* [ntegration With: per User preferences

— Uservs. cornporate policy vs. sender
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Conclusion

* Authentication is a valuable part of an everall email defense
system

* Reputation Is key
* Protecting employees and consumers rghts Is a must

* Real world testing and deployments underway
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